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0.2. Summaries
0.2.1. Summary

As final study work, I had to develop a maintainable and scalable, easy to use
distributed client-server application that integrates dynamic code download.

This document describes how I proceeded to analyse the needs and the
requirements, the way I worked out an adequate architecture and why I made
different technological choices. It also points out what security problems had to
be solved. Another important aspect was the implementation of a user-friendly
graphical interface. Finally I developed a Delphi client application, which
communicates via XML-RPC with a Delphi server and downloads DLLs for the
latter one. The server is connected to a MySQL database.

0.2.2. Kurzfassung

Als Abschlussarbeit hatte ich eine einfach zu verwaltende und skalierbare client-
server Applikation mit dynamischem Code download zu entwerfen.

Dieses Dokument beschreibt, wie ich vorging um die Bedurfnisse und
Anforderungen zu analysieren, eine angemessene Architektur heraus zu
kristallisieren und warum ich welche technische Wahl traf. Es weist auch darauf
hin welche Sicherheitsprobleme gelést werden mussten. Ein anderer nicht zu
vernachlassigender Teil, bestand in der Entwicklung einer benutzerfreundlichen
grafischen Oberflache. SchlieBlich entwickelte ich eine Delphi Clientapplikation,
die via XML-RPC mit einem Delphi Server kommuniziert und von dort DLLs
downloadet. Der Server seinerseits ist mit einer MySQL Datenbank verbunden.

0.2.3. Résumeé

Lors de mon travail de fin d'études, j'avais a développer une application
distribuée client-serveur maintenable, évolutive et intégrant une fonction de
téléchargement de code dynamique.

Ce document décrit mon procédé pour analyser les besoins et contraintes, la
maniére dont j'ai mise au point l'architecture et pourquoi j'ai fait différents choix
technologiques. Il explique aussi comment les probléemes au niveau de la
sécurité ont été résolus. Un autre point important était I'implémentation d'une
interface graphique simple et facile a manipuler par les utilisateurs. Finalement
j'ai développé une application client dans Delphi qui communique avec un
serveur, lui aussi écrit en Delphi, via le protocole XML-RPC et télécharge des
DLLs de ce dernier. Le serveur de son c6té est relié¢ a une base de données
MySQL.
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1. INTRODUCTION

This document describes the different experiences I had during my final study
work at Caritas Luxembourg during the period from the 10" of February 2003 to
the 6™ of June 2003. Its major part is dedicated to the project I worked on,
which is a distributed system for different purposes.

1.1. The Final Study Work

Lasting at least 15 weeks, the final study work finishes off the second cycle of
applied informatics. It consists of a project for an information technology
engineer and has to concentrate around the specialisation the student chose. As
opposed to the practical semester, it enables the future engineer to practice the
skills he acquired during his studies. A non-negligible part of his work should
consist of research.

The final study work needs to be completed within the scope of a company
project, either within a research and development project at the company itself
or within a public or private structure, in case the student wants to go to
graduated school and realise a 3™ cycle.

1.2. Caritas Foundation Luxembourg
1.2.1. Introduction

The constitution of Caritas Luxembourg, as a federation of socio-caritative
associations, goes back to 1932. Its activity, stopped during the German
occupation, was devoted with the passing of years to the assistance of children,
families, seniors, refugees and homeless people in the Grand Duchy of
Luxembourg. After 1949 an international dimension, present in particular during
the activities of the immediate post-war period, was confirmed with the
establishing of Caritas Internationalis. This international confederation of which
Caritas Luxembourg was co-founder, counts today 158 Caritas members working
in 198 countries or areas all over the world.

The Confederation Caritas Luxembourg asbl obtained a new status in 1996 and
gathers at the present time seventeen non-profit-making associations of
Christian inspiration working in the social sector. It's aims is to represent its
members as for their common interests like supporting and animating social
work, including communication, synergies and innovative social work.
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The Foundation Caritas Luxembourg, member of the Caritas Confederation, is
particularly active in the assistance to the refugees and the urgent humanitarian

aid and the development co-operation.

1.2.2. Flowchart

Président exécutif
Emy Gillen

Secrétaire générale
Elisabeth Werner

‘Service Communication
‘Responsable communication
Caroline Theves

i

Secrétaire de direction
Béatrice Deutsch

Chargé de direction
Robert Urbé
I
[ I I ]
Coopération internationale Administration Aide aux réfugiés Autres services de I'Aide nationale
a ération des Services administratif et financier Responsable du Service réfugiés Responsable
Francois Jacobs Robert Ubé Agnés Rausch Robert Urbé
Secretaire de direction Chargée de projets fundraising

de la Coopératiion internationale
Pascale Loewen

Daniéle Hengen

Accueil
Fatmire Sadiku

Permanences sociales site rue MW
Marie-Christine Wirion
Amilcar Monteiro

Projets Europe
|| Responsable de projets / Responsable adjoint
Michael Feit

Service financier
Responsable adjointe Service financier
Viviane Renckens

Permanence sociale
Nonna Sehovic

Kleederstuff Esch/Alzette
Eugénie Ney-Gaudin
Marguerite Muller-Junckel

Chef de bureau sur le terrain
Gerhard Fischer

Programme Retour - Berane Comptabilité
Pascale Thull
Sandra Scholer

Projets Afrique
Responsable de projets
Hedwig Dingler

Service administratif
L| Responsatie adjointe Service administratif
Claudine Goeres

Projets Amérique Latine Service technique

Franz Jacobs

Bureau de projets Somalie
Déléguée Caritas Luxembourg
Susanne Peters

Projet Promotion de la paix
et de la non-violence
Michele Parente, Andreas Vogt

1.2.3. Composition

L] Responsable de projets Georges Schroeder
Andreas Vogt (FdJ Am Rousegaertchen) |
Projets Asie / MONA
Responsable de projets

Accompagnement jeunes
Yves Schmict

Fairness-Center Diekirch
Romaine Reuter,
Marie-Josée Heck

Projet Passe-partout

Martine Lambert / Nord
Faruk Licina / Centre
Marco Delucchi / Sud

Logements collectifs et privés
Pierre Draut

Réception

|| Monique Wegener

Oasis
Samia Bounaira
Muamera Kuc
Heike Reisen

Secrétariat
Sandra Scholer
Stephanie Bartsch (apprentie)

Programme Retour - Luxembourg
Ana-Mariya Soric

Entretien locaux
Vincenza Palumbo
Vincenza Vasi

Huissier de bureau

| Vincent de Paul Kipulu

1.2.3.1. Managing committee of the Caritas Foundation

Monsieur Ady Colas
Monsieur Jean Kauffman

Chanoine Mathias Schiltz

Monsieur Alphonse Wagner

Révérende Soeur Gemma Schmalen

Révérende Soeur Francoise-Elisabeth Scholtes

Monseigneur Fernand Franck, Archevéque de Luxembourg, president
Monsieur Erny Gillen, executive president
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1.2.3.2. Managing committee of the Caritas Confederation

1.2.4. Location & Map

Caritas Luxembourg
27, rue Michel-Welter
L-2730 Luxembourg

Monsieur Erny Gillen, president

Monsieur Jean Audry

Monsieur Ady Colas

Monsieur Graziano Di Floriano

Madame Ginette Faber

Monsieur Henri Hamus

Monsieur Ralph Hanck

Monsieur Marc Hengen

Monsieur Jean Kauffman

Monsieur Michel Neyens

Révérende Soeur Francoise-Elisabeth Scholtes
Révérende Soeur Bertilla Schwalen
Monsieur Alphonse Wagner

Monsieur Victor Ziegler de Ziegleck
Madame Suzette Zimmer-Maroldt
Monsieur Romain Mauer

Révérende Soeur Marie-Eugénie Knepper
Révérende Soeur Emilienne Muller

Figure 1: Caritas @ Luxembourg City
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1.3. The project

The primary objective of the project was the development of a distributed client-
server application which could be used for intern and extern management of
different parts of the company.

I was in charge of analysing the needs of the organisation and work out a
concrete application structure with high evaluative capacities.

The most challenging points to face were of course on one hand the dynamic
code download part, which guarantees every connected client to possess the
most recent software, and on the other hand the speed and performance as well
as the response time the application should deliver.
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2. DESCRIPTION
2.1. Objective

The primary objective of the project was the development of a distributed client-
server application, capable of including dynamically different plug-ins, also
referred to as modules in the following paragraphs.

The application had to be as dynamic as possible, in order to guarantee easy
updates and evolution of its different parts. This is why a modular structure
should be used, so that different modules could be easily added or modified at a
later stage.

2.2. Requirements

From a technological point of view, the company did not have any requirements,
but expressed a lot of other functional and non-functional needs:

#1 First of all, compared to the existing system the company uses, the new
application should pay attention to redundant data. Persistent entities
should only exist once inside the system.

#2 The new application should have improved speed and response time, as
opposed to the existing application.

#3 The client as well as server should run on the existing infrastructure of
the company, which means Windows NT/2000/XP for the client and
Windows 2000 for the server side.

#4 Another very important aspect is the usability of the application. That is
why it should be user-friendly, self-explaining and intuitive.

#5 Finally, the development of the new application should be a low-cost
solution, but without losing any performance.
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2.3. Procedure

At this point I have to insert a personal note, which I think is very important. As
known, I realized my final study work during the second semester of 2002/2003.
During the first semester we had normal lectures at school, but, as a matter of
fact, I already knew what project I would work on before school started.

I have to admit that I was unable not to think about this project during the first
semester, that's why I tried to include most of our lectures in it, emphasizing the
important points in order to improve the entire application.

2.3.1. Interviews

During many interviews with different employees
of the company, I tried to determine their needs.

Some of these were large interviews, with a group | interview |
of people, others small and quick ones. Due to the

fact that the application was divided into different

modules, I interviewed people all along the C 'D @h
project. implement change

2.3.2. Validation

vali(@
During the whole project I absolved different mini-
cycles, interviewing people, analysing system
influences of the new needs, implementing a no
possible solution as a reusable prototype and
having my work validated. One could say I did yes

some kind of extreme programming.

This development cycle offered me also the

advantage that I could freeze in a cycle for one

module while I would work on another one. As a matter of fact, the employees
of the company had to go on with their own work too, so they did not always
have immediately time for me to answer my questions straight-away, but most
of the time they put aside their work as soon as possible to help me design their
new application.
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3. ARCHITECTURE

3.1. General architecture

First of all, I had to design the general architecture, into which I could embed
the modules. During this phase I already had to take decisions about what
technologies to use. Especially trying to respect requirement #5 led me to the
following choices:

» As the main program (client & server) should be really user-friendly
(requirement #4) and do a lot of printing jobs, I decided to use Delphi 6
Personal Edition as development environment. This program is free for
personal and non-commercial use.

» I decided to use a MySQL database, instead of MS-SQL, which is used by
the existing application.

"The MySQL (TM) software delivers a very fast, multi-threaded, multi-user,
and robust SQL' database server. MySQL Server is intended for mission-
critical, heavy-load production systems as well as for embedding into
mass-deployed software. MySQL is a trademark of MySQL AB."?

Another advantage of using MySQL as main database server is that the
Delphi application can connect to it via a native interface delivered directly
by MySQL. So there would be no need to use MS-ODBC, which gives the
system some more independency. Besides, MySQL can be downloaded for
free.

» The last choice I had to make during this phase was about how to
interconnect client and server. Here again I chose a free, extensible and
open-source protocol: XML-RPC3. Beside the fact that it is really fast, XML-
RPC implementations exist for nearly every development language®.

After this I assembled all information gained so far and obtained the architecture
shown in the next figure.

Please note that at this point, the web part, developed by Armand Kopczinski
during his practical semester, has been added later on. By connecting it to the
rest, the architecture passed with success its first test in maintainability and
scalability.

! Structured Query Language

2 Description taken from the MySQL manual.

3 eXtensible Markup Language Remote Procedure Call
4 cf. http://www.xmlrpc.org
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Query
Definition
File
MySQL Local
Filesystem

WWWwW CARIDAS

Method Method

Server Server

3 4
XML-RPC

CARIDAS Server

CARIDAS
Client

Apache & PHP
__________ 1 Webserver

| ]
| |
: |
: —> | |
| 00000 |
| 0000000 |
| |

|

Figure 2: CARIDAS, general application architecture

During the next chapters I will go one step down and dive into the client and
server applications. I will try to explain their respective inner working, especially
the dynamic modules integration and the security aspects.

3.1.1. Methodology

From the moment when it was clear which way data would be sent between
client and server, I did not bother about entities and how to make them
persistent. I chose an object-oriented way for the functional parts of the client
application and a document-oriented one for the data part. In fact, as I use the
XML-RPC protocol to transmit data, each transmission can be interpreted as a
document.
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3.1.2. How it should work

Let us suppose the database is up and the server is running too. When a client
executes, first of all the user has to log onto the system, which means that he
has to identify himself to the server. The user then enters his username and
password and the client sends it to the server.

Within the server, his identity will be verified. Upon success, the server
calculates the rights for the connected user and sends back to the client a list of
all modules the user has access rights to. Once these modules are downloaded
to the client, they will be integrated dynamically. For anything concerning
security, please take a look at chapter four.

3.1.3. Multithreading & Sessions

What happens when there are multiple users who want to access the server at
the same time? First of all, the XML-RPC server component implements a full
featured multi-thread server, which

means that multiple requests can be “
answered simultaneously.

As the database is also multi-
threaded, the simplest way is to let it
handle this itself, which is why the
server opens a new database

MySQL Local

Filesystem

. . A4
connection for each connected client. CARIDAS
. . Method
This also improves the query Server
execution speed. M CAriAS
XMLURPC Client
Secur'ity As mentioned before, CARIDAS Server
p | the server opens a
rotoco new database

connection for each
connected client. This
XML-RP¢C | implies that he has to
maintain sessions. CARIDAS CARIDAS
Because XML-RPC is a

connection less protocol, it does not maintain any states. Beside
HTTP this, the XML-RPC server component does not implement any
kind of sessions, thus I had to do this job by myself. As a matter
of fact the server maintains a list of all connected users. Problems
about which session belongs to which user and how they are
identified are solved by the security protocol I developed and
Sockets | which runs on top of the XML-RPC protocol.
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3.2. Client architecture

The CARIDAS client, a Windows application written in Delphi, consists of two
different parts:

1. The Module Container, which is the base application into which the
modules (DLLs) are loaded.
2. The Modules themselves, which are containing the logic.

3.2.1. The Module Container

As shown in the figure below, the Module Container is the base application into
which the modules (DLLs”) are loaded. Its primary function is to establish and
handle a connection as well as the security protocol between the client and the
server.

Depending on the user that logs on the system, the client downloads certain
modules and loads them. In fact the client is an MDI® parent form and each DLL
contains an MDI child, which is loaded into the parent.

— DI Pare OdUle ontaine v~
*
Modules (DLL's)
MDI Childs
L
- »
XML-RPC

i

to server

Figure 3: CARIDAS, general client architecture

5 Dynamic Linked Library
& Multiple Document Interface
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The MDI parent offers communication functions to the MDI children and handles
most of the security checks.

< | Adresses

3

Bibliothéque

— @ Help

LI

: About Dons
=
— X
i _‘_/ Docurnents
Shuk dowr ...
o~ ;
-l ] 6] Phaotos
ﬂ& - - B
v Log OFf robert.Fisch ...

¢
Litilisateurs

Figure 4: CARIDAS client, module container with dynamic start menu

Although this architecture seems to be quite simple, a lot of problems occurred
during the phase of implementation. If loaded in a standard way, a loaded DLL is
running in its own VCL’ environment, just the same way as the main application.
In this case the main application and the different DLLs are built without runtime
package, which means, that all code of any extra components is built into the
executables.

At first I tried to pass system references from the main application into the DLLs.
By doing this, I tried to join one or more VCL environments, but without success.
The application compiled and loaded correctly, but while quitting, many memory
errors occurred, which where related to the fact that the DLLs, as well as the
main application, contained each one their own references to some common
objects. When freeing up the memory, the DLLs first killed their objects, and
then the main application tried again. As a result memory and null-pointer
exceptions occurred. Worst of all, were the common system objects on which I
had no influence.

So I had to try to make the main application and the DLLs run inside the same
VCL environment. By compiling each part of the application with runtime
packages I obtained the desired result. Runtime packages are external files

7 Visual Component Library
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(.pbl), which contain the code for specific components. The fact that the main
application and the DLLs are now executed inside the same VCL environment
makes it possible to run the whole application exception-free. Another advantage
of using external runtime packages is that, due to the fact that some code is put
in common in these external files, the DLLs' size has been reduced significantly.
This increases the download speed while loading them from the server.

3.2.2. The Modules

First of all, I want like to define the term module: a module is a DLL file where
an MDI child is stored inside, which contains presentation and some business
logic.

The DLL file itself only exports a set of functions and can be considered as a kind
of wrapper around the MDI child. This means that all my modules have to export
exactly the same functions. Actually, I do not think that it is possible to make
inherit a DLL file from some ancestor.

One of the exported DLL functions, called by the base application, will add a new
MDI child to it. How does this work? In fact, every module must follow some
basic rules and must be known in a certain way to the base application. This
explains why I defined a base module "BMDIChild", which is an abstract class.
Any other module inherits from it and implements its own specialization (cf.
figure on the next page). Going this way, all the base application sees, is a list of
different MDI child windows which it can access via the methods and attributes
defined by the abstract class.

The procedure is the following: The base application establishes a connection to
the server and then loads a certain humber of modules. Every loaded module
has to be initialized with some values and references. This is done by passing a
"BPluginVector" to every module. References to the modules themselves are
held by the base application in a dynamic array.

CARIDAS ¥

Loading modules ..

Figure 5: CARIDAS client, module download & load
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3.2.3. Client class diagram

<> TPhotoManagementForm == TUserManagementForm

+>TFileManagementForm <> TBiblioManagementForm

-"}TAdrcssManagcmcntFﬁ - BMOICkild > TDonsManagementForm
A’pc < printer

= BXmlRpc

\xmlrpc < printer

- BPlugin¥Yector

l - initiator

<> BPluginList

<= BPrinter

Figure 6: CARIDAS, client module class diagram

BXmIRpc is the common communication class, used by the application and all
modules.

BPrinter offers a centralized printing management, but is not yet used by any
modules.
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3.3. Server architecture

As already shown in figure 2, the server consists of two different parts. Each of
them is a fully functional XML-RPC server and runs on a distinct port. The main
differences between them are explained below.

3.3.1. CARIDAS Method Server

This system serves methods to the client. Every call is secured and the user who
requests it has to identify himself. A special security protocol (cf. chapter 4.3)
makes this possible.

All of this system's methods are hard coded, by which I just want to point out
that the server has to be recompiled in case one method changes or another one
needs to be added. Methods are grouped by functionality inside method
managers. Each manager inherits from an abstract manager class "BManager"
which defines the minimal attributes and methods a manager needs in order to
be incorporated into the XML-RPC server.

3.3.2. WWW Method Server

The WWW Method Server does not contain any inbound methods. All of them are
based upon SQL queries, input and output parameters which are read directly
from an external XML file upon server start-up.

As this part serves a PHP web interface, none of the exposed methods are
secured, which means that anyone can execute them without identification. Tha
fact that they are not secured at all may seem a bit too risky and is not fully
correct. As a matter of fact, the server allows only SQL "select" statements to be
executed. All other statements, which could change data, are rejected
automatically by the server while reading the input file.
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3.3.3. Server class diagram

=5 Modulebtanager
=ZBXmiRpe = BModuleManager
== DonsmManager
= UserManagement <= BDonsManagement
o Bibliohanager - BUserManagement
=+ FileManager
=<Z-BBiblicManagement
“user O SdressMananer
=Z-BFileManager
3 PhotoManager
S BMethod <> BAdressManagement
osal -<Z-BPhotoManager
e < BUserList
-~ userlist
;
=0l
==~BSql = =C- BManager
~Zcodec
. ~Scodec
sl <BUser <BCodec
~Z-connectian
CARIDAS [—
\ hethio
SEerver
=ZBSqlConnection
=3 ShConnection
S BwwwXmiRpe =-BParser
=S wwweweivlethods AN
Method
=o-methods P Server
=S wrwrweidethodd
= BWwwhMethods = BWwwMethod

Figure 7: CARIDAS, server class diagram
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4. SECURITY

In order to guarantee maximum security, CARIDAS implements security checks
at three different levels:

4.1. Client side

Every user owns different rights. Depending on the rights the user has, the client
application offers or denies access to different functionalities. It may also
completely hide some of its parts, depending on the user who logs onto the
system.

4.2. Server side

The security provided by the server side does not differ much from the client
side one. Thus, depending on the rights the user has, the server side starts or
denies execution of the requested method.

4.3. XML-RPC protocol

As XML-RPC is a "connection less®" protocol, I had to implement a special

security protocol in order to guarantee that no sensible data is transmitted in
clear text over the connection and that the client users do not have to identify
themselves to server each time they request a method to be executed. The last
reason was the major one while conceiving the security protocol.

8 A connection less protocol is a protocol which does not use a persistent connection. This means
that for every request a new connection is being established and closed after transmission of the
response.
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4.3.1. Definitions

Before describing in detail the scenario of how the client establishes a secure
connection with the server, the different elements that will occur are
enumerated below:

e username: Each user has a unique username (usr) which is being used
to identify the user. The username is known by the user
and is also stored inside the database.

password: The password (pwd) is the secret key that is only known to
user. Only its hash is being stored inside the database.

e session key: Each time a user connects to the server, a new session key
(SK) is generated. This session key will be transmitted to
the client who may then use it.

e session ID: Each time a user connects to the server, a unique session
ID (SID) is being generated. It is used by the server in
order to quickly find a connected user.

e chip: The chip (Cyx) is a random key which is generated each time
a user executes a method. The new chip is sent to the
client. If the client does not possess this chip at his next
request, he will be kicked out of the system. Not possessing
the chip at the next request means that something went
wrong or that someone tried to break into the system.

Log on to CARIDAS

CARLDAS ¥

Caritas .ﬁ.dn'ujnistr:at_ic_in, Reservation, Information
& Databasze Accessing System = '

Username:

Password: ===

| [ Ok l [ Shutdown |

Figure 8: CARIDAS client, login window
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4.3.2. Scenario
Bob (client) (server) Alice

Bob first announces himself
---| announce (usr) |--->

Alice receives the request,

looks up whether 'bob' is an
existing user, retrieves the hash
of his password, generates a
session key, a SID and a chip C,.

<---] {SID}pwd1, {Co}rpwa1, {SK}pway |-~

As Bob is the only person who

knows his password, he now can
decode the content of Alice's response.
He now holds every element to login.

---| login(usr, SID, {Co}(sk) |--->

Upon this login request Alice verifies
that a given SID exists and is bound
to the given username. After this she
can verify the sent chip. At this moment
Alice considers the user as being logged.

<==| {Cu}tpway |-
If everything is OK,
Bob receives a new chip
and is now logged on.
Error B0 x|

6 You were not announced wet! 6 Your password seems to be wrong!

Figure 9: CARIDAS client, security alerts
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4.3.3. Possible attacks

4.3.3.1. Man-in-the-middle (Mallory)

Except the case where Mallory knows the password of the client he wants to
impersonate, the man-in-the-middle attack will not work because, Mallory
cannot decode neither the session key nor the chip sent by Alice.

This is why he could only relay communication, but he can still catch or
modify data sent as clear text.

4.3.3.2. System-kick-off (Freddy)

During this attack Freddy tries to execute a method on the server, but
provides a wrong chip. As a result the attacked user is kicked out of the
system and has to log on again before continuing to work.

In order to perform this attack, Freddy has to know the username and the
actual SID of the user he wants to attack. Even though the SID is a random
generated key, this is not very hard to find out, because username as well as
SID are sent as clear text to the server. Even if they were encrypted, Freddy
could simply copy them and resent a request containing a false chip.

Because multiple logins by the same user are permitted, username and SID

have to be sent as clear text to the server in order that the latter is able to
get the right session key to decode the chip.

eror x|

@ You are nok the one you pretend to bel

Figure 10:CARIDAS client, security alert
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5. CLIENT MODULES

Before reading the next pages, I have to point out that some functionality is
really straight forward. In fact this applies to all "dictionaries", which are tables
storing data used over and over again inside the module(s). Users have the
possibility to add, edit or remove items from these dictionaries.

5.1. User manager
5.1.1. Description

The user management module performs all the tasks related to the management
of rights, users and groups.

-inix]

Uszers | Groups I
TS Tnedrer 1| %8 Supprimer | AEL Edier ]H ol K I

caroline . thewes

claudine. goeres

robert. fisch

sandra. scholer
test
wiviane. renckens

Figure 11: User manager, main screen

5.1.2. Definitions

5.1.2.1. Right

A right is a special entry, related to one or more modules. Possessing or not
possessing a right may result in gaining or being denied access to different
functionalities of the related modules. Rights are possessed by a user or by a
group. Because rights are always system related, they cannot be modified by
a system administrator.

5.1.2.2. User

A user is an internal representation of an external actor of the system. He is
defined by his username, password and a collection of rights. Users may be
part of one or more groups. Its collection of rights is defined by the union of
the users own rights with the rights of all the groups he is part of.

5.1.2.3. Group

A group is an ensemble of distinct users. A group can have one or more
rights.
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5.1.3. Functionalities

5.1.3.1. Right
Because a right is always system or module related, it can not be modified in
any way by a system administrator.

5.1.3.2. User

Users can be freely inserted, edited or deleted by a system administrator.
They can be added to or removed from a group. They can also obtain
different rights.

& Edit user «robert.fisch#= x|

Uszer | Rights I Groups I

Username:

If you dao not intend to change or rezet the uzers pazsward,
just leave the fields below blank.

Password |
Confirmn password: |

[ )4 l [ Cancel

Figure 12: User manager, edit user

5.1.3.3. Group

Groups can be inserted, edited or delete freely by a system administrator.
They can obtain different rights and users can be added or removed from
them.

x
Group Hightsl zers |

Al rightz Selected rights

Adreszmanager Bead ia All rightz
Adreszbd anager ‘write .
e

Biblio Print

Biblio write

Bilblio read

Cardias Connect

Congé Demandeur LI

Canné Direcheor

[ ] 4 l [ Cancel

Figure 13: User manager, edit group
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5.1.4. Database structure

groupRights rights
userGroups id right id right
id user id grou name
id grou I groups id: id_right | description
id: id_user id grou id_group label
id_group name ref: id_right >id: id_right
ref: id_group|—>id: id_group<t+——-ref: id_group userRights id": label
ref: id_user -
id user
users id right |
id user id: id_user
username id_right
password ref: id_right
id: id_user< ref: id_user

Figure 14: User manager, database structure

5.1.5. Class diagram

=ZBPrinter

-~ BVHICRITD

=>BXmliIRpc

=2 DilzerManagement dserFarm

.

== TUserManagementForm

== TDIUserManagementUserForm

<= Dll=zerManagementGroupF orm

== ThIUserManagememtGroupForm

Figure 15: User manager, class diagram
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5.2. Address manager
5.2.1. Description

The address management module offers all functionalities related to manage
addresses for different purposes.

2 Adresses ) =10] x|

[ [ |nzérer I #2=1 Sopprimer I A Editer ] | [ ;E Recherche ] | [ vl I -'[l ]

Results 1 - 21 from 26731 [ Previous | [ Net |
100,7 De Soziockulturelle BRadio LIT<EMEOTURG -

Je Classe Nommermn

4. Schouljoer Vun Moutfort LIT{EMEOURE b
L. Bchouljoer Sanem LIT{EMEOTRE

E. Bchouljoer Sanem LIT{EMEOURE

A Bentz Carine EIVELS

A Daro Gaffine LIT<EMEOTURG LI

Figure 16: Address manager, main screen

5.2.2. Definitions

5.2.2.1. Entity
An entity can be either a physical person or an organization. Every entity has
an address and a certain number of different attributes.

5.2.2.2. Groups
Entities can be regrouped. There are two different types of groups:

e User-defined groups
These groups can freely be inserted, edited or deleted by an end user
who has the respective right.

e System groups
Contrary to the user-defined groups, system groups cannot be modified
by any person. The logic of different modules may depend on the
existence of a system group.
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5.2.3. Functionalities

5.2.3.1. Entity

A user with the respective rights has the possibility to insert, edit or delete an

entity. Each entry can be added to one or more groups. The user may also
search for entities.

x

Adresse | Drivers I Groups I

—Contact
Titre I M ansieur j
Nom |
Prénor  [Beb
Cio [

eror x|

Fonction I """"" Q Y¥ou Forgot to Fill in some required Fields!
Entreprise |

—Adresse

BF I
Ne | Rue | =l
CP | = Localité | |
(e ||- PE[}.-"S ILu:-:emI:u:uurg j

] H Cancel ]

Figure 17: Address manager, edit entity

5.2.3.2. Groups

As already mentioned before only user-defined groups can be managed
through the use of this module.
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5.2.3.3. Titles & Functions

In order to maintain a constant naming scheme, titles and functions are
stored separately. The graphical interface allows the inserting, editing and

deleting of titles and functions.

= e r
-% Adresses -

People I Groups  Titles | Fonctions I Print I

=10 %]

[ *'@Inaérer I}E'@Supprimerl ?'E",?Editer H[ D I ->|] ]

Famille
Fédération
Ingénieur
L.L. A A&

B_EB.

X

Madame
Madame la Ministre
Madame le Ministre

LL A& R

Marme

)4

Mademoiselle
Monsieur

| P

5. A, R.

Figure 18: Address manager, edit title

5.2.3.5. Printing

This module allows printing address labels for the content of one or more

groups.

2% Adresses N

=10l x|

Peaople | Groups | Titles | Fonctions ~ Print |
Fage: 1
F E
Caritas - Erprunteurs
Caritas - Personnel
Donateurs
Dionateurs - courier divers
Dronateurs - ordre permanant
hdanzieur Madame Dionateurs - pas de remercimet
Fizzh Bob Goeres Claudine Entreprizes
23, gwenue du Bois 29, rue hichel Wisker |nfarmaticiens
L1261 LUK BB O URG L2730 LUK BWBOURG Test Langs
[ Etiquettes groupes sélectinnnées]
| Vnewrcaiitas\ 29RMW@ET + |
-
‘ | » [ Frirt ]

Figure 19: Address manager, label printing
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5.2.4. Database structure

entities entityGroups
id entity id type entity
id_title code
date_inserted sub_code entityInGroups
date_modified name id_entity
name is_system id_type_ entity
firstname id: id_type_entity <t——ref: id_type_entity
co ref: id_entity
id_fonction
id_entreprise
adr_bp
adr_no
adr_street
adr_cp
adr_town

adr_countryname
adr_countrycode
tel_pri

tel_bur

fax_pri

fax_bur

gsm_pri
gsm_bur
email_pri
email_bur

hp_pri

hp_bu
flag_active
comments

id: id_entity

ref: id_entreprise
ref: id_title

ref: id_fonction

o

titles

name

id title

id: id_title

functions

id fonction
name

id: id_fonction

Figure 20: Address manager, database structure
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5.2.5. Class diagram

=>-BPrinter

&w
<= BVANCRITD
=T xmirpc
7 (}.\

==BXmIRpc

= xmlrpc

- TAdressManagementForm

= TitleEditForm

<> TTitleEditForm =2 Dll&dressManagementEntityForm

== THIAdressManagememtEntityForm

~“O-PeopleSearchForm

<> TPeopleSearchForm

Figure 21: Address manager, class diagram
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5.3. File manager

5.3.1. Description

The file management module offers the possibility to store files hierarchically on

the server.

=10l =
Directories Files
e o a| | (A=A 28 )| (W)

B3 1. Organes. organigrames, status
------------ {25 1.1. Confederation Caritaz Lusembaourg
] |23 1.2, Foncdation Caritas Lusembourg
-7 2. Procédures communes et information inteme
------------ I3 2.1 Information et documentation intermes
bisasd I3 2.2 Reglement interne pour l'ensemble du persor
------------ I3 3 Champs de tiavail
------------ IC3) 4. Caritaz Europa - Caritas Intemationalis
------------ I3 5. Associations membres de la confédération Caritas

............ ﬂil E. Divers
» | 2

'@ Statuz

_@ Liste des aszocications membre: déposée

Figure 22: File manager, main screen

5.3.2. Definitions
5.3.2.1. Directory

A directory can contain other directories and files. It is either a root directory
or it is contained inside another directory.

5.3.2.2. File

This can be any type of physical file. Files are contained inside directories.

@ Add file to directory ... x|

Title: |Some Blue Hils

Filenarne: IT:hEhantaIHEIue hillz. jpg

Browse

)4 H Cancel l

Figure 23: File manager, add file
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5.3.3. Functionalities

5.3.3.1. Directory
Depending on their rights, users can add, rename or delete a directory. A
non-empty directory cannot be removed.

& Add directory ... 5'

Name: |
™ Root directory?

ak l [ Cancel

Figure 24: File manager, add directoy

5.3.3.2. File
In addition to the user's possibility to add, rename or delete files. They may
also download them to their local disk.

x

\ij) Are you sure ko delete «Wings.rtfs

Figure 25: File manager, delete file confirmation
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5.3.4. Database structure

directories

id directory
id_parent
id_user
name
date_created

M

id: id_directory
ref: id_parent
ref: id_user

<

files
id file
id_user
id_directory
title
filename
date_created
date_modified
id: id_file
ref: id_directory
— ref: id_user
users
id user
username
password
id: id_userf

Figure 26: File manager, database structure

5.3.5. Class diagram

- BFile

- BFile

-~Z-BDirectory

<= BPrinter

y

- BAOICRIfd

= xmlrpc

=Z>BXmIRpc

== TFileManagementForm

=z DlFileManagementDirectoryForm

=<ZDlFileManagementFileFarm

== TDIFileManagementDirectoryForm

<= TDMIFileManagementFileForm

Figure 27: File manager, class diagram
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5.4. Article manager

5.4.1. Description

The article management module offers the possibility to manage different
articles, ordered into categories.

iEi
Liste des articles | Types | Catégaries | E ndraits | Print |

(S Tredrer | %D Supprimer | AP Editer || [ D Recherche |

Results 1 - 4 from 4 [ Previous | | Mest |

Liwre Z

Livre 3
Livre 4

Figure 28: Article manager, main screen

5.4.2. Definitions

5.4.2.1. Items
An item represents a physical article with all its attributes. It is of a certain
type and stored in a certain place.

5.4.2.2. Types
Each item is of a certain type (CD, DVD, Book, Journal ...).

_inix]

Liste des articles Types | Catégoriez Endroitz Frirt
yp

[ * L Inzérer I L SUpprimEr I ?L.'.L E diter ]|[ O I -"[I

CI—Bom
oVD
Journal
Livre

Insert new type ... x|

Name |

ok ) [ o ]

Figure 29: Article manager, insert type
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5.4.2.3. Categories
Each item is held inside a category.

5.4.2.4. Places

This represents the physical place, office or bookshelf, where the article is
usually stored inside the company.

5.4.3. Functionalities

5.4.3.1. Items

The users can add, edit or remove items. For each item the module offers
also to print an overview sheet. The user may also search for articles.

& Edit library item ... x|

Bihliuthéquel Publication | Emprunt |

Type | DD =]

Catégorie  |Divers =]

Titre ISDme title

Soustitre ISDmE subtitle

M |1 234567530

Auteur |Fisch Eob

Mots-clé |help some

Comrmentaire &
fid

Endroit IBuru:u FJ j

............. DK._] [ I:anI:E| l

Figure 30: Article manager, edit item

5.4.3.2. Types
Types can be inserted, edited or removed.

5.4.3.3. Categories
Categories can be inserted, edited or removed.

5.4.3.4. Places
Places can be inserted, edited or removed.
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5.4.4. Database structure

categories

id categorie
name

who

library

id: id_categorie|<1

id_library
id_type_library
id_categorie
publisher

title

subtitle

author

UIN

keywords
comments
publication_date
publication_town
publication_country
id_borrower
date_borrowed
date_returned

is_present
date_inserted
location
id_inserted_by_user
typeslLibrary id_location
id type materiel ref: id_inserted_by_use

name

id: id_type_materie|<t+—]

locations

ref:
ref:
ref:
ref:

id_categorie
id_type_library
id_borrower
id_location

id location
name
id: id_location

users

entities

passwor

id user
username

id entity
id_title
d date_inserted

™id: id_user

date_modified

—E id: id_entity

name
firstname

co

id_fonction
id_entreprise
adr_bp

adr_no
adr_street
adr_cp
adr_town
adr_countryname
adr_countrycode
tel_pri

tel_bur

fax_pri

fax_bur

gsm_pri
gsm_bur
email_pri
email_bur
hp_pri

hp_bu
flag_active
comments

ref: id_entreprise
gr: id_title
gr: id_fonction

Figure 31: Article manager, database structure

5.4.5. Class diagram

-Z-BFile -~ BVHENCRIID
=T printer
g{‘rElFile [‘5 =gt
<~ BDhirectory =z TFileManagementForm

-G—DFeManagementDreV - DlIFileManagementFileF orm

-~-BPrinter

mirpc

=>BXmIRpc

=2 TDIIFileManagementDirectoryForm

<= TDIIFileManagementFileForm

Figure 32: Article manager, class diagram
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5.5. Photo manager

5.5.1. Description

The article management module offers the possibility to manage different
articles, ordered in categories.

i Photos o ] |

Bihliuthéquel Catégories |

| @ imstrer | 2@ Suppimer | A D Edter || [ Heckechel [ O | R

Results 1 - 2 from 2 [ Previows | [ Mewt |
1D |Image |Titre ‘Catégu:urie |Cu:u|:n,-'right ‘Date |Tai||e (KB} |Dimensiu:uns |
45 & Fesch Icon | Some Fisch Bob | 2002.06.03 1 16x16

Fesch Icon | Some Fizch Bob | 2002.06.02

Figure 33: Photo manager, main screen

5.5.2. Definitions

5.5.2.1. Photo
A photo is an image file of one of the following types:

BMP
JPG
ICO
EMF
WMF

O O O O O

5.5.2.2. Categories
Each photo is held inside a category.
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5.5.3. Functionalities

5.5.3.1. Photo

The users can add, edit or remove photos. The user may also search for
photos. This module uses an advanced search method, allowing advanced
search options like plain text search and logical operators.

Biblio people ... x|

Mots-souches |

LIn espace correspond & un operateur logigue 0L un
signe "+" entre deux mots correspond & un operateur
logigue ET. Four lancer une recherche & phrase, entourer
la phrase de double quotes.

Exemple: (aftique mona)+"aide & la population”

k. l [ Cancel

Figure 34: Photo manager, search dialog

For each photo a thumbnail is generated during the upload to the server. This
reduces the download time while the client retrieves a list. Full size images
may be downloaded on request.

Caritas Logo

caritas

LAk E M B D & R G

[ Copier image l [ Femmer

Figure 35: Photo manager, big preview

5.5.3.2. Categories
Categories can be inserted, edited or removed.
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5.5.4. Database structure

photos

id photo
id_categorie
title
keywords
comments
copyright
date_taken
filename
size
dimensions
id_user

users

id user
username
password

id: id_user

categories

id: id_photo
ref: id_user

ref: id_categorie

id categorie
name
who

—

id: id_categorie|

Figure 36: Photo manager, database structure

5.5.5. Class diagram

-~ BVHNICRID

== TPhotoManagementForm

<~Photo=earchFarm

<> TPhotoSearchForm

= CatMameEditForm

=2 PmMameEditForm

y

= Emirpe

== TPmHameEditForm

-=-BPrinter

==BXmIRpc

=S xmlrpc

S PmPhotoEditForm

C\

<= TPmPhotoEditForm

=2 PmPhotoShow

<= TPmMPhotoShow

=z TCatHameEditForm

Figure 37: Photo manager, class diagram
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5.6. Donation manager

5.6.1. Description

The donation manager is not limited to managing donations, but it has a wider
range of tasks to achieve. It is actually the biggest module of the application.

As this module is much related to the address management module, it allows
also the inserting, editing or removing of entities from the system.

| Dons =10 |
Dunateursl Dong | kotifs | Comptes bancaires | Destinations | Rapports & Listings | Etiquettes | Graphl Previewl
[ =[] Inzérer l 221 Supprimer l A1 Editer ” [ PE Recherche ” [ b I -'[i l
s i )=y e | x
Resultats 1 -1 de 1 Destination |Fondatior = I
Fizch Bob 125l LUXEMEOURG |

Donateur  Fisch Bob
23, avenue du Bois
L-1251 Luxembaourg

Cate 14.05.2003 =]
Montant |10
Compte  [ccPzo-20 =]

b cotif [uinzaine Cantaz
f 454 |
¥ Envoyer remercierneant
Status o
oK ] l Cancel

Figure 38: Donation manager, main screen with donation capture
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5.6.2. Definitions

5.6.2.1. Donation
A donation is a certain amount of money that has been sent by someone (=
an entity) at a certain moment.

5.6.2.2. Account
This is the account on which the money arrives.

5.6.2.3. Motive
A motive is the purpose for which someone donated money.

5.6.2.4. Destination
This is the destination of the money inside the organisation.

5.6.3. Functionalities

5.6.3.1. Donation
The user can add donations to the system, search for them, and, if he has
enough rights, edit them.

x|
Mo I |fisu:h

Mortant B f1d

Date ™ [10.03.2003 =]
Motif I | =
| [

].4 H Cancel l

Figure 39: Donation manager, search for donations

5.6.3.2. Account
Accounts can be inserted, edited or removed.

5.6.3.3. Motive
Motives can be inserted, edited or removed.

5.6.3.4. Destination
Destinations can be inserted, edited or removed.
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Donateurs | Dons | M otifs | Comptes bancaires | Destinations Happuns&Listingsl Etiquettes | Graph | Preview |
—HRapport par dates —Happort par personne
de I'IEI.E|3.2EIE|3 'l 3 I'IEI.E|3.2E|E|3 'I =
[ Prévisualizer ] i
—Happort par motif .
de |o1.01.1930 =l a |oim.emo =l
Motif | |
[ Prévisualizer l
de IEI‘I.EI‘|.1E|E|EI 'l = IEI‘I.EI‘|.2E|‘|D 'I
[ Prévisualizer ]
Statistiques
Type ¥
—BOB Export % I J
de [ososzo0s x| & [omamo 7] [ Prévisualicer |
démarrer avec IBE4 —Remerciements
[ Erporter ] [ Previsualiser l

Figure 40: Donation manager, reports and listing page

5.6.3.5. Export
Donations can be exported to an accounting management application called
BOB. The export is done via a text file with a predefined structure.

5.6.3.6. Printing

This module allows different printings. First of all simple reports can be
printed, but also address labels, graphics and tables. The user can also
directly print onto "thank-you" letters.

5.6.3.7. Reports
This module offers some predefined reports:

o report of all donations between two dates
o report of all donations between two dates for a certain motive
o report of all donations of an entity between two dates

Dynamically defined reports are available through the statistics functionality.
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5.6.3.8. Statistics

Statistics are defined dynamically. They are described in an XML file that is
located on the server and downloaded into the application. Depending on the
input description, the module produces a user input window and catches
some information.

c Statistiques - Intersection entre plusieurs projets|{ o =] |

Motifs "wieihnachtsfreude verzchenken' il
Afghanistan - progr. nutrtionnel fermmes et enf.

Afghanistan,aide durgence cc.tremblement de tere

Afrikahellef 1996

Ajde & Caritaz Kizangani / Zaire

Ajde a Kizangani e Lalle

Ajde & T aiwan e 199

Aide A R annladesh ;I
entre le I 14,05 [ETIE j
stle [ 14.08.2003 =~

] % H Cancel l

Figure 41: Donation manager, dynamic query interface

Next the query is composed. The server executes it and sends back the
output, which is then formatted, depending on the description in the XML file.
Four types of output formats exist; they can be:

in form of a list

in form of a table

in form of a graph

in form of an Excel output file

O O O O

Nombre de dons par jours {graph)
24.2—

216— ¥
: (19.01.1993,22)

189—

A
: A

- Canice
10— P _ 1' 6((20.0?.1993 13 /

B )]
443, 2801, 1843,4)
(23800, 198, &)

10 -
/115,01 4603 092 070
L : [EX R T TE7 R AR Ty
j b L dv (29.01.1893,6]
& (06.01.1993,5)

nombwre de dons

G-

57—

g
(1389 19035
(15.0%.1393,4) [26.07.1993,4)

31—
{04.01.1993,3)

04—

-2.2—'| . . . |
7 258601E8 7 2ETES

days

Figure 42: Donation manager, output graph
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5.6.4. Database structure

|

new don => (state=0)

while(state=0) => edit

while(state=1 AND hasRight(DON_SPEZI)) => edit
print | wait for OK => set (state=1)

entities

if(state=1) => book | wait for OK => set (state=no° bookeq)

N accounts

. id account
IBAN
\ bob_account

id: id_account

<

dons

AN id don

. id_entity
id_account

. |id_destionation
amount
date_virement
flag_state

destinations bob_account

id destionation

flag_remercimeng

id: id_don

name ref: id_account

id: id_destionation ref: id_destionation

ref: id_entity

id_entity
id_title
date_inserted
date_modified
name
firstname

co

id_fonction
id_entreprise
adr_bp

adr_no
adr_street
adr_cp
adr_town
adr_countrynamdg
adr_countrycode
tel_pri

tel_bur

fax_pri

fax_bur

gsm_pri
gsm_bur
email_pri
email_bur
hp_pri

hp_bu
flag_active
comments

ref: bob_account

virtual table => SQL UNION

_|each of the children do have their own id,

here the unique indificer is their bob_account,
which is unique anyway, but not system intern!

donMotif

id: id_entity

ref: id_entreprise
gr: id_title

gr: id_fonction

bob_account
name
flag_active

id: bob_account

<7

motifs
id motif
bob_account
name
flag_active
id: id_motif

id": bob_accoun]

AN
from CaProMa 1

projects
id_project
bob_account
ref_project
title
flag_active
flag_dons |
id: id_project
id': bob_account

Figure 43: Donation manager, database structure
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5.6.5. Class diagram

Srinput == Binput

~—BParser

== TdmStatsForm

<ZBRequest

-“=-BStats - BVHOIGHI S
o Emilrpe
7 QK

=D xmirpc

-~>-BPrinter

=>-BXmIRpc

=== xmirpe

<> ThonsManagementDonsForm

< DonsManagementDonsForm

¢

<= TDhonsManagementEntityForm

== TDmHameEditForm

=z DonsManagemertEntityForm

<ZDmhameEditForm

= MotifEditFarm
<= TDonsManagememtForm (<> =2~ TMotifEditForm

&

=Z-DonateursSearchForm

= DonateursSearchDonForm

= TDhonateursSearchForm

== ThonateursSearchDonForm

<= AccountEditForm

== TAccountEditForm

Figure 44: Donation manager, class diagram
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6. CONCLUSION

6.1. The project

All the way through, this project fascinated me. I found the dynamic side, with
the downloaded code integration at run time, especially challenging. Even during
harder periods, when I was dealing with a lot of memory run-time errors and
pointer exceptions, it kept me going on.

This might not be the best place for me to mention it, but it gave me a sense of
achievement when finally, after several days of trying, I got something to work
the way I wanted it to.

But there were other parts too, which turned it into a kind of adventure, doing a
lot research and trying out many possibilities until I found a way to make it
operational. Data transmission problems (due to some errors in the XML-RPC
component I used), memory leaks and pointer exceptions were just some of the
problems encountered. It was not always easy to find a solution.

Whichever way I look at it, this was a really interesting and fascinating project.

6.2. General conclusion

I am very satisfied with the experience I gained during my final study work. I
was given the possibility to work inside an organisation, assuming responsibility
and learning about its needs and requirements. Employees welcomed me with
open arms, so it was a pleasant work.

Concerning my technical knowledge, this final study work offered me an
opportunity to contribute my acquired knowledge to this project. I was able to fill
gaps concerning maintainability of applications and long-term planning.
Furthermore I was shown again how important good communication between
application developer and application end-user is.

Last but not least, I have to admit that, contrary to the opinion I had last year
after my practical semester in a web design company, now I can imagine very
well to work in this sector. I suppose the reason for this change of mind is the
fact that last year I was surrounded by computer specialists and that my work
was somehow always the same. During my final study work, the people around
me had all different jobs, different interests and my work was a lot more varied.
This made it much more interesting for me.
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